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Ardamire Defense Layer

Beyond execution.
Built for defense.
An internal defense layer for Auxtho's AI-assisted
document workflows and their backend.

We started with controlled execution and retry paths. We
then added records of repeated signals, targeted
containment and checks on the evidence itself.

THE SYSTEM

Records signals, strengthens checks, enforces holds and
prepares evidence for investigation.

THE PERSON

Reviews the exception and authorizes consequential defensive
changes.
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RECORDED CONTROLLED TESTS / 12 APRIL 2026

Remember the pattern.
Control the next action.
Related anomaly signals accumulated within the same
operator and workflow context. The next action faced
stronger controls.

01 Keep related signals together
Different authentication warnings were tracked together
within that context.

02 Apply the next control
Unsafe state changes required additional verification.
Held sessions were denied access.

03 Contain the affected object
Artifact and export mismatches led to targeted holds,
rather than a blanket hold on unrelated work.

Source: preserved service and route tests; dated April implementation records.
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CONTROLLED LOCAL WORKFLOWS / 13 APRIL 2026

Verify the evidence.
Review the change.
Eight invalid replay results were excluded from accepted
replay evidence. The results and reasons remained available
for investigation.

Actual excerpts from two April local tests. Replay counts are not attack
counts.

A SEPARATE REVIEWER

A disabled rule proposal needed a request and a separate
review to resume shadow evaluation, without changing
production rules. Its evidence pack was exported.

A containment state did not, by itself, close the incident.
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AUXTHO-OWNED LIVE BACKEND / 15 APRIL 2026

The action stopped.
The record stayed readable.
An unknown operator or wrong token issuer was rejected.
Replay attempts without a required prior step, or after a
recorded failure, were rejected. Incident detail stayed
available.

10 Identity / state checks
Unauthorized identity and invalid progression checks.

18 Method / schema checks
Request-method and malformed-body checks.

1,420 Requests in extended soak
Normal reads and invalid requests under sustained
pressure.

Each separate recorded suite: 0 expectation failures.

Test counts include normal requests. They are not counts of attacks
prevented.


